This chapter examines cybercrime from an Irish perspective, providing an overview of the domestic situation against the background of the international legal framework. It addresses the prevalence of cybercrime in Ireland and the policing response, looking in particular at resource and management issues within the Garda Síochána. It then outlines the legislation criminalising cybercrime, assessing whether that legislation meets the requirements of European Union law and the Council of Europe Convention on Cybercrime. It concludes by describing the growth of mandatory reporting in this area and the effect which this may have on research into cybercrime.
Introduction
The study of cybercrime in the Republic of Ireland has generally been outward rather than inward looking. There is a growing literature from the Republic of Ireland yet there has been relatively little written on cybercrime in the Republic. Research such as that of Kirwan and Power (2011, 2013) , Conway (2006) and Taylor and Quayle (2008) has for the most part taken a broad international perspective and there has been less attention to topics such as the ways in which Irish law addresses cybercrime, its prevalence, or the manner in which the criminal justice system has respondedthough with some exceptions such as the work of Clark and Hyland (2007) , O'Donnell and Milner (2007) and Kelleher and Murray (2007) .
There are several reasons for this. In some cases it reflects the technical orientation of the research, as in the UCD Centre for Cybersecurity & Cybercrime Investigation which focuses on areas such as forensic analysis. In other cases, the authors explicitly or implicitly treat the issues presented by particular aspects of cybercrimesuch as child abuse imagesas largely homogenous across different countries (see e.g. Taylor and Quayle, 2003) . Throughout the literature, there has been an influential view that cybercrime is an inherently international phenomenon so that equally its regulation and study should presumptively take an international approach (Prins, 2006) .
In light of these factors one might ask: why take a specifically Irish perspective? The answeras with other aspects of internet governanceis that there are important features at the domestic level which otherwise risk being overlooked. A business friendly (and low tax) environment has led to a cluster of internet giants such as Google, Facebook, Microsoft and Twitter setting up regional headquarters in Dublin. Irish law and practice is particularly significant for the way in which it might regulate those firms and their users. Despite this, the Republic of Ireland is an outlier in having failed to update its cybercrime lawsthe most important law in this area dates back to 1991 and is in urgent need of reform (McIntyre, 2005) . Similarly, the Garda response to cybercrime has gone largely unexamined despite significant resource and management problems which have resulted in delays of several years in examining seized computers (Garda Síochána Inspectorate, 2014, pt. 6) .
This chapter addresses this gap in the literature by discussing current issues which are specific to the Republic of Ireland against a wider international context. The aim is to provide an introduction to the legal and regulatory framework around cybercrime, highlighting the work which has already been done as well as identifying topics which merit further research. The focus is on the substantive law and the manner in which it has been enforcedprocedural issues (such as garda powers to compel decryption of encrypted files 2 ) are not considered.
The geographic scope of the chapter might call for a few words. Why focus on the Republic of Ireland when this Handbook generally takes an all-island perspective? While the constraints imposed by the word limit are a factor, the main consideration is that the substantive law in Northern Ireland largely reflects that of England and Wales and the wider United Kingdom. 3 Because of this, Northern Ireland is already well served by an extensive literature on cybercrime in the United Kingdom generally (see e.g. Edwards et al., 2010) . That said, there are issues relating to the policing of cybercrime in Northern Ireland which call for more examination and the Policing Board has recently commissioned research on the prevalence of cybercrime which may provide the starting point for further work (Northern Ireland Policing Board, 2014) .
Defining "cybercrime"
What do we mean by "cybercrime"? Is it a new type of crime which requires us to develop new concepts for understanding it or new laws to control it? There is a wellknown and ongoing debate between those such as Grabosky (2001) who see computer crimes as largely a case of "old wine in new bottles" and those who with Yar (2005) see the unique features of the online environment as giving rise to "a new and distinctive form of criminal activity". In some ways, however, the difference between the two sides may be more apparent than realeven those who argue against cybercrime as a new form of crime generally accept a pragmatic need for new legislation to address the particular challenges of scale, jurisdiction and evidence which it presents (Brenner, 2001) .
This debate as to whether cybercrime is a distinct type of crime is in part an issue of terminology, as the term tends to be applied indiscriminately to any crime involving the use of computers. In response, Wall has developed an influential classification which identifies three generations of cybercrime (2007a, 2007b) . The first generation is made up of traditional or ordinary crimes committed using computersfor example, where email is used to coordinate a kidnapping. The second generation consists of hybrid crimestraditional crimes which are given new reach, scope or impact due to the Internet. Child abuse images exemplify these crimeswhile they predated the internet their dissemination has increased exponentially online. The third generation he terms true cybercrimesthose which could not exist without the Internet. Examples include denial of service attacks and the distribution of malware. A common feature of most true cybercrimes is that they feature technology as a target of crime and not merely an instrument of crime (Casey, 2011, chap. 2) . Applying this classification, this chapter will consider those issues presented by Wall's second and third generations of cybercrime.
Extent of cybercrime
It is exceptionally difficult to put a figure on the prevalence or cost of cybercrime. The international experience has been that the available statistics are generally fragmentary and inconsistent in the methodologies used and the Republic of Ireland is no exception (Galetsas, 2007; Anderson et al., 2012; McGuire and Dowling, 2013) .
At the level of the individual user, the best available sources are the Eurobarometer series of cyber security reports. These are based on surveys of the general population throughout Europe and ask to what extent the respondents have been the victims of various types of cybercrimes. The most recent, carried out in 2014, places Ireland overall somewhat above the EU average for the extent of cybercrime (TNS Opinion & Social, 2015) . For example: 40% of those surveyed reported receiving phishing attacks ('emails or phone calls fraudulently asking for access to your computer, logins, etc.') compared to an EU average of 31%. 16% reported their social media or email account being hacked (EU average 12%). 9% reported being the victim of identity theft online (EU average 7%). 7% reported being the victim of ransomware ('being asked for a payment in return for getting back control of your device') against an EU average of 8%.
As regards businesses, the most up to date sources of information are surveys carried out by security vendors who have an interest in talking up the scale of the threat (Deloitte, 2013; PwC, 2014) . Consequently, while the surveys contain useful impressionistic information it is difficult to place much reliance on their wider findings. For example, one PwC survey which identified cybercrime in Ireland as doubling between 2011 and 2014 was based on a definition which equated infection by a virus and illegal downloading of music with much more serious offences (PwC, 2014, p. 14) . Unfortunately, a more sophisticated survey by UCD and the Information Systems Security Association (ISSA) ran only twicein 2006 and 2008before it was discontinued (O'Connor and Gladyshev, 2006; O'Connor, 2008) . Nevertheless, that survey is still valuable for establishing a baseline indicating a high level of threat for Irish organisationsin the 2008 survey 25% of respondents reported suffering at least one external intrusion in 2007 while 32% experienced external intrusions within the previous five years.
The official sources do not take us much further (see chapter xxx for a discussion of the difficulties with official crime sources). Because Irish law generally conceptualises cybercrimes as mere variants of more traditional crimes, the Irish Crime Classification System (ICCS) recognises only one distinct cybercrimethe offence of unauthorised access to data (Central Statistics Office, 2008, p. 14) . The most recent Garda recorded crime statistics show this as increasing from seven recorded offences in 2008 to 35 in 2012 (Central Statistics Office, 2014 . Other cybercrimes are subsumed into the more general criminal damage or dishonesty offences. For example, a prosecution of two students for defacing Fine Gael's website shortly before the 2011 general election was charged as criminal damage and therefore would not be apparent from the statistics (Stack, 2013) . A further complication is that the recorded crime statistics do not reflect reports made to other state bodies with investigation and prosecution functionsparticularly the Data Protection Commissionerand there is no statistical data available in relation to these.
There is slightly more clarity in the case of child abuse image offences. Although these statistics are not divided between online and offline crimes, in practice almost all such offences involve the internet and we can identify a growth in recorded offences from 46 in 2008 to 313 in 2012 (Central Statistics Office, 2014, p. 17 ). In addition, this area was the subject of extensive empirical work by O'Donnell and Milner who have provided detailed figures for investigations and prosecutions over the period from 2000 to 2004 inclusive, including the number and nature of the images involved, profiles of the offenders and analysis of sentencing (O'Donnell and Milner, 2007, chap. 4) . They found, for example, that the number of suspects over that period spiked from 6 in 2000 to 104 in 2002 following information received from a United States investigation into those purchasing access to child abuse images. Of the cases examined by O'Donnell and Milner the large majority (79%) related to simple possession; 8% involved distribution or production; 4% involved child trafficking for sexual exploitation and 2% involved allowing a child to be used for pornography. 4
Cybercrime figures are generally skewed by under-reporting, whether to avoid publicity, because incidents are perceived as too trivial to report, or for other reasons. Gardaí recognise that businesses prefer to avoid reporting cybercrime and have encouraged informal meetings with victims for intelligence gathering rather than prosecution purposes (Smith, 2005) . The 2006 and 2008 ISSA/UCD surveys confirmed that Irish organisations generally do not involve law enforcementfor example, where internal personnel were involved, just 18% of organisations reported the matter to police, with the majority letting the matter rest following the dismissal or resignation of the employee (O'Connor and Gladyshev, 2006, p. 26) . It is therefore probable that the recorded crime statistics significantly understate the extent of offences.
There are, however, recent developments which may lead to greater reporting of cybercrime and indirectly to more reliable statistics. As we shall see later in this chapter, legislation in 2011 introduced mandatory reporting of certain types of cybercrime (broadly speaking, data breaches in the telecommunications sector, criminal damage to data and crimes of dishonesty). Failure to report is itself a crime. As organisations become more aware of this responsibility it is likely that the number of crimes recorded will increase significantly.
Policing of cybercrime

Garda Síochána
The primary responsibility for investigating cybercrime in the Republic of Ireland lies with the Computer Crimes Investigation Unit (CCIU) in the Garda Bureau of Fraud Investigation (GBFI). Cases involving child abuse images are the responsibility of the Paedophile Investigation Unit (PIU) in the National Bureau of Criminal Investigation (Garda Síochána Inspectorate, 2014, pt. 10). Both units have a mixed role, carrying out some complex investigations themselves and also providing support to other investigations carried out in local districts.
This split structure has been criticised and in 2005 Eugene Gallagher, then deputy director of the GBFI, described it as leading to investigations which were "reactive and fragmented". Instead, Gallagher recommended that the Garda Síochána should proceed with internal proposals for a dedicated National Cyber-Crime Unit, following the UK model (Gallagher, 2005) . To date, however, there has been no structural reform.
These units have had significant resource problems. Jewkes and Andrews (2005) have highlighted the demands presented by investigation of child abuse images and in an Irish context these have been further exacerbated by limited funding. In 2014, the Garda Inspectorate reported that the PIU had only one computer set up to receive and download evidence, which could be tied up for days at a time dealing with a single case (Garda Síochána Inspectorate, 2014, pt. 10) . That report also noted that the PIU used a paper system for managing investigations, raising the possibility that two investigators could be looking at the same suspect unbeknownst to each other.
The position in the CCIU has been equally problematic. One of the main tasks of the CCIU is the forensic analysis of seized computers and mobile phones. This work has, however, grown exponentially as the investigation of almost all serious crimes now involves the seizure and analysis of multiple computing devices (PCs, laptops and a range of smartphones and tablets). The result has been a two to four year delay in analysing these devices, jeopardising a number of prosecutions (Garda Síochána Inspectorate, 2014, pt. 10; Mooney, 2014) . As of 2013, there were 25 gardaí allocated to the CCIU andfollowing media attentiona further eight were promised in 2014 (Rogers, 2014) . It remains to be seen whether this increase will be sufficient to eliminate the backlog.
Apart from resource problems the Garda Inspectorate has also highlighted difficulties in the way in which the CCIU and PIU interact with local investigators (Garda Síochána Inspectorate, 2014, pt. 6). For example, the CCIU has reported that it is struggling with unnecessary examinations of devices and would prefer that investigating gardaí carry out preliminary checks at the point of search or seizure to assess whether a device is likely to contain any evidence. The Inspectorate has suggested that this approach should be developed by following the practice in some other jurisdictions of including computer analysts on searches or providing gardaí with triage tools which would automate the process of carrying out initial inspections.
This suggestion is, however, somewhat unrealistic so long as local policing itself also suffers from limited access to technology and training. In 2012, it emerged that two in every five Garda stations were not networked and did not have access to the PULSE database or internal email while the 2014 Garda Inspectorate report found that even in networked stations not all gardaí had access to external email (Garda Síochána Inspectorate, 2014, pt. 7; Reilly, 2012) . It is not surprising, therefore, that there has been a practice among gardaí of using personal devices to get work donewhich, quite apart from the security concerns it presents, suggests that in many cases local stations are not adequately equipped to respond to even basic types of cybercrime (Stack and Carty, 2013) .
Data Protection Commissioner
The Data Protection Commissioner (DPC) is adopting an increasingly important role in policing cybercrime. While the DPC has always had a prosecution function for certain data protection breaches, until recently the DPCin common with most Irish regulatorsshowed a strong preference for soft enforcement measures and the use of civil rather than criminal procedures. This began to change from 2007 onwards when there was a policy change to move towards prosecutions for spamunsolicited marketing text messages, telephone calls and emails (Data Protection Commissioner, 2008) . More recently, the DPC has brought prosecutions in a number of serious cases involving private investigators selling on personal information wrongfully obtained from Department of Social Protection, Garda and Health Service Executive databases (McGuire, 2014; Edwards, 2014; Tuite and Kennedy, 2012) . Although resource intensive, the trend towards more prosecutions seems set to continue following a government decision in 2014 to prioritise data protection by doubling funding for the DPC (McMahon, 2014) .
Private policing
The focus in this chapter is on the role of the state in regulating the internet through the use of the criminal law. But this must be seen against a context of internet governance where the state plays only a limited part (Riley, 2013 ). Wall, for example, has highlighted the range of policing functions carried out by internet service providers, social networking sites, online marketplaces, payment providers and users themselves and has argued that the public police must develop a new understanding of their role as one node in the wider network of internet security (Wall, 2007b) . Looking at the same phenomenon, Yar (2010) has identified private policing online as posing particular threats to accountability (as private actors take on law enforcement roles without being answerable to democratic institutions) and equity (as internet security may become a commodity to be purchased rather than a public good). Consequently any analysis of internet policing would not be complete without some mention of the ways in which law enforcement functions have been taken on by private entities.
Hotline.ie
The best known Irish instance of private policing is the system operated by the Internet Service Providers' Association of Ireland (ISPAI) which establishes a code of practice for internet service providers (ISPs), a public website for reporting illegal content (Hotline.ie) and general public awareness programmes around staying safe online (Internet Service Providers Association of Ireland, 2014). This was established following the 1998 Department of Justice Report on Illegal and Harmful Use of the Internet which recommended the establishment of a self-regulatory system and has remained essentially unchanged since (Working Group on the Illegal and Harmful Use of the Internet, 1998). The system is funded in part by industry and in part by European Union Safer Internet programmes. It works closely with gardaí and the Department of Justice and Equality, though it has no legislative basis (Clark and Hyland, 2007) . It requires Irish ISPs to remove content hosted by them which the Hotline service deems to be "probably illegal"that is, in violation of the criminal lawbut in practice focuses on child abuse images and incitement to hatred.
Similar systems in other jurisdictions have been criticised for the way in which they involve private bodies making assessments of legality (Laidlaw, 2012) . However the Hotline.ie system has mostly escaped such criticism, due largely to the pragmatic way in which the ISPAI has resisted any expansion of its remitbecause it is limited to material hosted by ISPAI members and does not deal with site blocking, it does not attempt to take on a wider censorship role for Irish internet users. Indeed, it has been argued that self-regulatory systems of this sort can promote freedom of expression by establishing consistent decision making and enabling ISPs to resist arbitrary demands for censorship (Edwards, 2009) .
Internet blocking
Internet blocking is one of the most controversial examples of private policing internationally and the Irish experience is set to follow suit (Demeyer et al., 2012) . From 2008 onwards, Irish mobile operators have deployed blocking systems preventing access to websites alleged to host child abuse images (GSMA, 2008; GSMA Mobile Alliance Against Child Sexual Abuse Content, 2008; van Turnhout, 2013) . In 2014, following pressure from the Garda Síochána and the Department of Justice, UPC became the first fixed line broadband provider to do likewise (Duncan, 2014; UPC, 2014) . These blocking systems are, however, of questionable legality (Akdeniz, 2011; McIntyre, 2013) . Unlike the better known case of file sharing websites, where ISPs block access on foot of court orders, this type of blocking takes place without any prior notice, judicial involvement or legislative basis. 5
The Garda/UPC blocking system is particularly problematic. In that system UPC have agreed to block sites designated by the Garda Síochána as containing child abuse images. The blocking appears to take place at the domain level rather than the page or image level (e.g. blocking all access to example.com, not merely the particular images on example.com/users/johndoe/illegalmaterial.html), making it likely that there will be over blocking of innocent content. The system is essentially the same as a previous Dutch modelwhich was abandoned in 2008 following a government study finding that it was ineffective and also contrary to the European Convention on Human Rights in lacking a statutory basis (Stol et al., 2009 ).
For the same reason, this system would not seem to meet the requirements of Directive 2011/93/EU on combating the sexual abuse and sexual exploitation of children and child pornography. Article 25 of that Directive permits the use of blocking by member states, but subject to the requirement that any blocking measures: must be set by transparent procedures and provide adequate safeguards, in particular to ensure that the restriction is limited to what is necessary and proportionate, and that users are informed of the reason for the restriction. Those safeguards shall also include the possibility of judicial redress.
The structural over blocking in the Garda/UPC system and lack of any legal basis or judicial redress make it likely that it would fail this requirement unless it can be classed as merely a "voluntary industry action" so as to fall outside the scope of the Directive. 6 In a 2013 report, Senator Jillian van Turnhoutan advocate of blockingnoted these issues and recommended that a specific legal basis should be put in place for any Irish blocking system (van Turnhout, 2013) . It is unfortunate that her points and the wider international experience appear to have been ignored.
Legislative framework
Irish law does not recognise a distinct concept of cybercrime and does not have any statute dedicated to computer or internet crime. Although specific legislation has been promised many times since the Republic of Ireland signed the Council of Europe Convention on Cybercrime 7 in 2002, successive Ministers for Justice have failed to deliver. As a result, the Republic is an outlier internationallyall other EU member states bar Greece, Poland and Sweden have ratified the Convention while in the wider common law world both Australia and the United States have ratified the Convention and Canada is set to do so shortly (Grigsby, 2014) .
This failure to legislate is surprising given the central role of information technology in the Irish economy and is doubly so given that it has also put the Republic of Ireland in breach of its EU obligations. While the Cybercrime Convention is not binding on the Republic until it is ratified, key parts of the Convention are reflected in two European instrumentsthe 2005 Framework Decision on attacks against information systems 8 (which should have been transposed by March 2007) and the 2013 Directive on attacks against information systems (which should be transposed by September 2015). 9 At the time of writing, a bill to transpose the 2013 Directive and enable ratification of the Convention is expected in late 2015making it almost certain the state will fail to meet the September 2015 deadline also (Kehoe, 2015) .
The lack of standalone legislation means that cybercrimes are for the most part conceptualised as variants of more traditional offences, with varying degrees of success. A full account of these crimes is beyond the scope of this chapter, and in any event is unnecessary given that there have been a number of pieces written on the individual offences (Clark, 1994; Clark and Hyland, 2007; Kelleher and Murray, 2007, pt. 7-8; Koops and Robinson, 2011; McIntyre, 2008 McIntyre, , 2005 Murray, 2001; Ryan et al., 2013; Ryan and Harbison, 2010) . However it will be useful to survey the main offences to highlight the most important issues which they present. We will do so using the four part classification of the Cybercrime Convention before going on to consider other 6 Recital 47 provides an ambiguous carve out from Article 25: "The measures undertaken by Member States in accordance with this Directive in order to remove or, where appropriate, block websites containing child pornography could be based on various types of public action, such as legislative, nonlegislative, judicial or other. In that context, this Directive is without prejudice to voluntary action taken by the Internet industry to prevent the misuse of its services or to any support for such action by Member States. 
Offences against the confidentiality, integrity and availability of computer data and systems
The first category of offences required by the Cybercrime Convention are "the core of computer-related offences… representing the basic threats... to which electronic data processing and communicating systems are exposed" (Council of Europe, 2001, para. 35) . There are five types of offences under this heading: illegal access to a computer system, illegal interception of data, interference with data, system interference and misuse of devices.
In this category the Republic of Ireland has few matching offences. Most are contained in the Criminal Damage Act 1991 which, despite predating the modern Internet, is still the most important law in this area. That act was not drafted with computers in mind but was initially intended to address damage to tangible, physical property. The provisions regarding cybercrime were shoehorned in at a late stage in the drafting in a way which has caused difficulties since (McIntyre, 2005) . For example, the terms 'operate' and 'computer' are not defined in the 1991 Actleading Murray to argue that it may be unconstitutionally vague (Murray, 1995) . Similarly, offences under the 1991 Act are not defined in terms of whether an individual is authorised or permitted to do something but rather depend on whether the individual acts 'without lawful excuse', a term which is only partially defined in section 6. This leaves it unclear whether an offence is committed if, for example, a website user does not abide by the site terms of use (Licken, 1998) .
Illegal access to a computer system
Illegal access under article 2 of the Convention is closely matched by the offence of unauthorised access under section 5 of the Criminal Damage Act 1991 which provides:
A person who without lawful excuse operates a computer (a) within the State with intent to access any data kept either within or outside the State, or (b) outside the State with intent to access any data kept within the State, shall, whether or not he accesses any data, be guilty of an offence… This section has extraterritorial effect and covers those based abroad who target Irish computers as well as purely domestic attackers. It is an attempt offence in that it criminalises those who operate a computer with intent to access any data, whether or not they succeed in doing so. It is, however, problematic.
We have already seen that the terms 'operate' and 'computer' are not defined in the Act. Similarly, it is unclear what is meant by 'lawful excuse' in this context. Does it refer to entitlement to operate the computer, to access the data, or to both? The partial definition of 'lawful excuse' in section 6 asks whether there is consent to "accessing of the data concerned"not merely whether operation of the computer is with consent. This appears to say that a person is guilty of an offence if they use their own computer to view a file which, as a matter of civil law, they are not entitled to view. If so, this might mean that a journalist would be guilty of unauthorised access by opening a file emailed to them by a whistle-blower (Kelleher and Murray, 2007, p. 709) .
A practical issue is that the offence is summary only and carries a maximum term of imprisonment of three months. As a result, many investigative powers (which generally apply only to serious offences) will not be available and any proceedings must be commenced within six months from the date of the offence (Kelleher and Murray, 2007, p. 712) . It will be difficult for prosecutors to finalise charges in this complex area in that time, particularly given the resource constraints outlined in this chapter.
Illegal interception of data
Irish law does not have a direct counterpart to the offence of illegal interception of data under article 3 of the Convention. The closest offence is interception of telecommunications contrary to section 98 of the Postal Telecommunications Services Act 1983 (Hall, 1993) . This prohibits the interception or disclosure of telecommunications messages being transmitted by 'authorised undertakings', meaning those public telecoms operators who are required to be authorised by ComReg (including, for example, all landline and mobile operators). This is much narrower than the Convention offence and will not apply to communications being transmitted by an entity which is not an 'authorised undertaking'. For example, a webmail provider such as Gmail would not be covered, nor a university in providing internet access to staff and students, nor a social networking site in respect of private messages between its members. In those situations, if a person were to read users' messages no offence would be committed under section 98leaving many communications unprotected by the law (Kelleher, 2006, p. 454) .
The reference in section 98 to messages 'being transmitted' also presents problems. This appears to suggest that only messages in transit are covered: stored messages, such as voicemail messages which have been listened to but left on the server, may not be protected by the section. 10 If so, this presents some difficult questions of interpretation. For example, is an email 'being transmitted' until such time as it is read by the recipient (Kelleher, 2006, pp. 454-458) ? To date there appears to have been only one prosecution under section 98a District Court case involving a civil servant who was found guilty of listening to voicemails left on the mobile phone of her former supervisor (Tuite, 2013) . That case did not, however, address the 'being transmitted' issue, leaving us without any guidance on this point.
Data interference
The article 4 Convention offence of interference with data is roughly matched by criminal damage to data under section 2 of the 1991 Act. Section 2 is not specific to computers but is a general offence committed by a person who without lawful excuse damages 'any property' either intentionally or recklessly. It is extended to computers by the very wide definition of 'property' in section 1 to include data 11 as well as tangible property. 'Damage' to data is then defined to include any 'addition, alteration, corruption, erasure or movement' of that data. This is an expansive offence: unlike criminal damage to tangible property (which requires some adverse effect) criminal damage to data will include any modification of any information stored on a computer whether or not it causes any interference with the system. Because of this it can potentially be used against a wide range of conduct. In one of the very few cases on this issue a man was convicted of criminal damage to his ex-girlfriend's Facebook page and fined €2,000 after he used her phone to log into her account and post a status update in her name saying that she was a 'whore'the fine reflecting the reputational harm rather than any monetary or proprietary damage (Barrett and Mishkin, 2014) .
System interference
Article 5 of the Convention requires states to establish offences relating to the 'serious hindering without right of the functioning of a computer system'. This addresses denial of service attacks, which aim to prevent users from accessing a particular website or service, usually by flooding servers with traffic in a way which prevents them from functioning by using up bandwidth, processing power or storage capacity. The most common variant is the distributed denial of service attack, which uses a large number of compromised computers as the springboard for the attack (Burden and Palmer, 2003; Houle and Weaver, 2001) .
There is no direct counterpart to article 5 in Irish law, meaning that any denial of service attack could only be prosecuted indirectly. For example, suppose that A sets out to hinder communications with B by sending several million emails to B. The effect is not only to use up B's bandwidth but also to use up his storage capacity. In this case, it might be possible to charge A with criminal damage under section 2 of the Criminal Damage Act 1991, on the basis that A has damaged B's data within the meaning of section 1 by adding to it without lawful excuse. 12 It is, however, undesirable to rely on this roundabout way of prosecuting as slight variations in the structure of attacks may mean that there is no appropriate offence to charge.
Misuse of devices
Article 6 of the Cybercrime Convention requires states to establish secondary offences relating to the production, sale, possession, distribution, etc. of 'hacking tools' and passwords or access codes. This aims to reduce cybercrime by limiting the availability of these tools on the 'black market', supposedly making it more difficult for attacks to be carried out (Council of Europe, 2001, para. 71) . This is an extremely controversial provision, often criticised as based on a simplistic belief that it is possible to categorise software as inherently good or evil. Instead, as Sommer notes "the difficulty is that many hacking tools are indistinguishable from utilities that are essential for the maintenance and security of computers and networks" (Sommer, 2006, p. 68) . Consequently, there is concern that poorly drafted 'hacking tool' laws may criminalise the work of researchers and other professionals in information security (McEwan, 2008) .
While Irish law does not specifically deal with 'hacking tools' and passwords, it may be possible to prosecute in individual cases using section 4 of the Criminal Damage Act 1991. That section provides:
A person (in this section referred to as the possessor) who has any thing in his custody or under his control intending without lawful excuse to use it or cause or permit another to use it … to damage any property belonging to some other person … shall be guilty of an offence.
Bearing in mind that the definition of property under the 1991 Act includes data, this section may be wide enough to criminalise possession of software which is intended to damage data. 13 But note that this section does not criminalise creation, possession, sale or distribution per sein every case it must be shown that the defendant had an intention to use the item to damage data (or to allow another person to do so). This creates two related problems for prosecutors. From an evidential point of view, they will face a difficulty in demonstrating that an accused person had the necessary intention. Moreover, the intention which must be shown is an intention to damage propertya mere intention to carry out an unauthorised access would not suffice. If, for example, A were found to be in possession of a username and password belonging to B, this would not be an offence under section 4 if A's intention was merely to view B's data.
Computer-related offences
Computer-related forgery
The first 'computer-related' offence provided for by the Convention is computerrelated forgery. 14 The Explanatory Report to the Cybercrime Convention summarises this as 'creating a parallel offence to the forgery of tangible documents' to fill "gaps in criminal law related to traditional forgery, which requires visual readability of statements, or declarations embodied in a document and which does not apply to electronically stored data" (Council of Europe, 2001, para. 81) . It is largely addressed in Irish law by forgery under section 25 of the Criminal Justice (Theft and Fraud Offences) Act 2001, which provides:
A person is guilty of forgery if he or she makes a false instrument with the intention that it shall be used to induce another person to accept it as genuine and, by reason of so accepting it, to do some act, or to make some omission, to the prejudice of that person or any other person.
The 2001 Act was drafted with computer crime in mind, and consequently section 24 defines 'instrument' in a way which is intended to be technology neutral as including any "disk, tape, sound track or other device on or in which information is recorded or stored by mechanical, electronic or other means". Similarly, section 31(3) deals with the requirement that a person be deceived by providing that inducing a person to accept an item as genuine will include "inducing a machine to respond to the instrument… as if it were a genuine instrument".
Computer-related fraud 13 Assuming that "thing" is wide enough to cover software as well as tangible items. 14 Article 7.
The offence of computer related fraud under article 8 of the Convention roughly corresponds to the offence of dishonest use of a computer under section 9 of the Criminal Justice (Theft and Fraud Offences) Act 2001, which provides:
A person who dishonestly, whether within or outside the State, operates or causes to be operated a computer within the State with the intention of making a gain for himself or herself or another, or of causing loss to another, is guilty of an offence.
On its face this appears to be a very far-reaching provision which would cover most situations where "a person lawfully has a computer but uses it for a dishonest purpose". 15 However, ambiguous drafting means that when examined more closely the offence may be narrower. The offence is committed only where a person dishonestly operates a computer. Dishonesty is defined in section 2 to mean "without a claim of right made in good faith". Consequently (while the section is not entirely clear) it appears to apply only where a person operates a computer without a claim of right made in good faiththat is, without authorisation. If, for example, A uses his own computer to print a forged cheque, this would be a 'dishonest use of a computer' in a colloquial sense but would not be operation of a computer without a claim of right as required by this offence.
Content-related offences
Article 9 of the Cybercrime Convention requires states to establish offences relating to the producing, making available, distributing, procuring and possession of child pornography through computer systems. These are largely already covered by the Child Trafficking and Pornography Act 1998. That act was generally viewed as forward looking for its timefor example, in providing technology neutral definitions of offences and avoiding subjective terms such as 'obscene', 'indecent' and 'offensive'and has largely been unproblematic in practice (Clark and Hyland, 2007, chap. 4; O'Donnell and Milner, 2007, chap. 4 and 6) .
That said, a number of changes are needed to take account of new trends in offending for example, a shift away from downloading and possession of images and towards streaming video and even live footage of children being abused. These changes have been addressed at international level by the Council of Europe Convention on Protection of Children against Sexual Exploitation and Sexual Abuse 16 and by Directive 2011/93/EU on combating the sexual abuse and sexual exploitation of children and child pornography. In 2014 the Department of Justice published a general scheme of a Sexual Offences Bill which will implement the Directive and enable the Convention to be ratified. This will, for example, extend the 1998 Act to criminalise 'obtaining access to child pornography', making it an offence to watch a streaming video as well as to possess such a video (Department of Justice and Equality, 2014).
Offences related to infringements of copyright and related rights
Article 10 of the Cybercrime Convention requires states to criminalise certain infringements of copyright and related rights where these are committed "wilfully, on 15 See the comments of the Minister for Justice at 168 Seanad Debates Col. 1130. 16 CETS no. 201. a commercial scale and by means of a computer system". This is done in the Republic of Ireland by section 140 of the Copyright and Related Rights Act 2000 which predates the Convention and criminalises the making for sale, selling, making available in the course of a business, etc. of infringing copies of works (Clark et al., 2010, pp. 417-421) . This section has most commonly been used to prosecute tangible infringementspirated copies of DVDs and CDs for exampleand there does not appear to be any reported case of it being used in the Republic of Ireland to prosecute copyright infringement online.
Other offences
One limitation of the Cybercrime Convention is that it is primarily focused on crimes against property and crimes of dishonesty. Apart from child abuse images it does not specifically address crimes against the individual. However two such cybercrimes are particularly topical and should be mentioned alsodisclosure of personal data and online harassment.
Disclosure of personal data
There is a widespread problem in the Republic of Ireland where individuals in large organisationsincluding state bodies such as Revenue, the Garda Síochána and the Department of Social Protectionabuse their access to databases of sensitive personal information (Kennedy, 2012; Tighe, 2011; Brady, 2014; O'Connor, 2014; Kennedy, 2011) . In addition to simple snooping this has included passing on information to private investigators and others. Historically, these cases have not generally been dealt with using the criminal law but as we have already seen the DPC has begun to prosecute a number of cases involving private investigators.
The most important offence in these cases is section 22 of the Data Protection Acts 1988 and 2003 which provides that a person is guilty of an offence if they (a) obtain access to personal data without the authority of the data controller or data processor by whom it is kept, and (b) disclose that data to another person. This will include obtaining data by 'blagging' or 'pretexting'that is, extracting information by pretending to be a person with a legitimate need for the information.
However the limitations of that offence must be noted. First, it applies to outsiders only -subsection (2) excludes "a person who is an employee or agent of the data controller or data processor concerned". It does not address insiders who snoop, though it is possible that they might be guilty of unauthorised access by doing so. Second, it requires onward disclosure of the information. It is not an offence under section 22 to obtain personal data if it is not then passed on to a third party. 17 Finally, and perhaps most importantly, the sanctions may not be adequate to deter what has become a very lucrative business. Section 22 does not carry a custodial sentence, and as a practical matter will almost always be prosecuted in the District Court where fines will be relatively lowindeed, in a number of cases the Probation Act has been applied (Brennan, 2011; Edwards, 2014; McGuire, 2014; Tuite and Kennedy, 2012) . The introduction of custodial sentences for the equivalent offence has been recommended in the United Kingdom and could be considered here also, even if only at the summary level (Society for Computers and Law, 2012) .
Harassment and cyberbullying
Online harassment or 'cyberbullying' has become more common in recent years with the growth in social media and there has been particular concern about its prevalence amongst children (O'Neill et al., 2011; O'Neill and Dinh, 2013) . It has been an emotive and high profile issue in the Republic of Ireland since late 2012, when the suicides of two teenage girls were linked to comments made about them on social media. Since then we have seen the issue considered by the Oireachtas Joint Committee on Transport and Communications (2013), the Special Rapporteur on Child Protection (2013), the Internet Content Advisory Group (2014) , and most recently the Law Reform Commission (2014).
In each of these contexts largely the same questions are being asked. To what extent should the law criminalise crude or offensive speech online? Should the law differentiate between messages directed to a person and messages about a person? Is the criminal law an appropriate response to misbehaviour by children themselves? Are civil law remedies adequate to protect against harassment and to respond to invasions of privacy? How should the law deal with so-called 'revenge pornography', or as it is more accurately termed 'non-consensual distribution of private sexual images' (McGlynn and Rackley, 2014) ? What procedures should be in place to identify individuals who post messages anonymously or pseudonymously? Is this an area best addressed by legal controls, technological measures such as user blocking and/or private policing by social media firms?
Without entering into the current debate in detail, we should note that the criminal offence currently most often used to prosecute cyberbullying is section 10 of the Non-Fatal Offences Against the Person Act 1997. This creates an offence of harassment and prohibits the harassment of a person 'by any means' by 'persistently following, watching, pestering, besetting or communicating with him or her'. The reference to communication 'by any means' is technology neutral and permits prosecutions to be brought where the harassment takes place electronically. While the crime statistics do not break out cases of online harassment, a search of newspaper archives reveals many cases where defendants have been convicted of harassment by email, text messages, tweets and even indirectly by posting fake posts in the name of the victim (Cunningham, 2010; Fallon, 2014; Magee and Ferguson, 2014) . While there have been some claims that the substantive law is inadequate to address online harassment, these are belied by the number of successful prosecutions which have been brought. Instead, it seems more likely that the main obstacle may be a lack of resources to pursue these cases.
That said, there is nevertheless a possible issue with this offence in the requirement that the harassment be 'persistent'. While this is important in setting a threshold of seriousness, it may mean that some grave harms escape its scope. Consider, for example, a once-off public posting of private sexual images. This would not meet the persistence requirement, notwithstanding that it would be experienced as extremely humiliating and demeaning. There is a good case for a separate crime to deal with this type of exposure of private material, as in the new English offence of disclosing private sexual photographs and films with intent to cause distress. 18
Mandatory reporting of cybercrime
A significant and distinctive aspect of Irish law is the way in which it increasingly provides for mandatory reporting of crimes. Although the common law offence of misprision of felony (failing to report a felony) was repealed in 1997 19 it has since been largely replaced with specific statutory duties to report serious offences against the person or property 20 , offences against children and other vulnerable persons 21 and, most importantly for our purposes, the majority of crimes of dishonesty and cybercrimes. 22 The duty to report cybercrimes is contained in section 19 of the Criminal Justice Act 2011, which was adopted following the Irish banking crisis. It creates a criminal offence where a person fails to volunteer information to police, as follows:
A person shall be guilty of an offence if he or she has information which he or she knows or believes might be of material assistance in-(a) preventing the commission by any other person of a relevant offence, or (b) securing the apprehension, prosecution or conviction of any other person for a relevant offence, and fails without reasonable excuse to disclose that information as soon as it is practicable to do so to a member of the Garda Síochána.
What crimes must be reported? The duty relates to 'relevant offences', a term defined exceptionally widely to include approximately 130 crimes. 23 These range from insider dealing and market manipulation offences to simple theft. Although the expressed aim of the 2011 Act was to deal with complex white collar crime, this provision goes significantly further and includes essentially all crimes of dishonesty. Crucially, Schedule 2 specifically includes dishonest use of a computer 24 and criminal damage to data 25 in its scope.
The effect of the 2011 Act is that mandatory reporting will now apply to almost all cybercrimes involving dishonesty or cybercrimes where the computer is a target (apart from simple unauthorised access or disclosure of data). For example, fraud by an employee using a computer system, 419 fraud emails, phishing emails and the use of trojans, ransomware or other malware will all constitute one or other relevant offences.
This creates a remarkably invasive though often underappreciated duty. It applies to 'all persons'unlike other reporting obligations which may be limited to certain professions or positionsand applies to the victims of cybercrime themselves. It is prospective as well as retrospectiveit applies to information which might prevent the 18 commission of future offences as well as information which might assist in prosecuting past offences. It applies to information which 'might' be of material assistance, not merely information of clear importance. It is not limited to responding to questioning but creates an affirmative obligation to volunteer information to a garda 'as soon as is practicable'. It also leaves undefined what might constitute a 'reasonable excuse' for failure to provide information.
The constitutionality of this provision has been questioned by McDowell (2011) but so long as it remains in force it will have a significant effect in the area of cybercrime. At a practical level it has led to a large number of reports being made to gardaí on a precautionary basis, leading to complaints that the GBFI has been 'swamped' with information which it cannot use (McDonald, 2014) .
It also has significant implications for criminological and information security research in this area, where it is now unclear when researchers must volunteer information to gardaí and to what extent assurances of confidentiality might be given to subjects. In light of the 2011 Act, it is questionable whether, for example, researchers based in this jurisdiction could replicate the ethnographic work carried out by Coleman (2014) who studied the Anonymous movement through close and frequent contact with its members. By talking to those who have committed or might commit cybercrimes, researchers in many cases will place themselves in a position of having information which 'might be of material assistance' to gardaí with no certainty as to whether they have a 'reasonable excuse' for failing to report that information. There is every possibility that this provision will make the Irish internet less rather than more secure by acting as a deterrent to research into cybercrime.
Duty to report data breaches
A separate duty to report should also be mentioned. There is an international trend in the area of data protection law to require that individuals and regulators should be notified of security breaches affecting personal data. In the European Union, this is now mandatory in the case of breaches in the telecommunications sector and if the current proposed Data Protection Regulation is adopted it will be extended to data breaches in other industries also (Burdon et al., 2012; Wong, 2013, chap. 6) . This is not a duty to report crime per seit applies equally to simple carelessness resulting in the loss of personal databut it will nevertheless apply to many types of cybercrime where user information is put at risk.
Conclusion
The aim of this chapter has been to provide a brief survey of the key aspects of cybercrime in the Republic of Ireland. At the level of the substantive law, the overall picture is one of a confused statutory landscape, in which many of the substantive offences are essentially ad hoc, tacked on to unrelated legislation and lacking consistency with each other. This is exacerbated by the small number of prosecutions brought and an almost complete lack of reported judgments. In many cases, newspaper reports of cases are the only materials available to assess how the offences have been interpreted in practice, and there is still a level of ambiguity as to basic elements of the offences. The forthcoming legislation to implement the Directive on attacks against Information Systems and to enable ratification of the Cybercrime Convention represents a rare opportunity to bring coherence to this area and it is disappointing that it has not been the subject of any public consultation.
Looking at the wider context, there is a clear need for more research into the prevalence of cybercrime in the Republic of Ireland. The Police Service of Northern Ireland now provides separate statistics for crimes which were committed in whole or in part through a computer or computer network and it would be desirable for the Garda Síochána to follow this lead (Young, 2014) . As regards the policing of cybercrime, more work needs to be done on the way in which the Garda investigates cybercrime and the division of responsibilities between the CCIU/PIU and local investigations. While some reform of the law is undoubtedly necessary, the 2014 Garda Inspectorate report suggests that the most pressing need is for more resources rather than more laws.
